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Abstract—Due to the large size of the global enterprise and
the complexity of job’s functions within organisations, managing
Physical Access Control (PAC) policies has become a challenging
problem. It is therefore, very important to develop Access Control
mechanisms that can be deployed by organizations to meet their
information security needs. In this paper we first demonstrate
that current Access Control models such as Spatio-Temporal Role
Based Access Control (STRBAC) are not adequate for represent-
ing PAC specifications. We then discuss some of the limitations
of the current models, which we highlight by conducting a case
study involving the modelling of an Access Control mechanism
used by a leading telecommunications company. To overcome
such limitations, we present an extension of the STRBAC model
which considers the physical aspects of Access Control systems.
The second contribution in this paper is using our earlier method
AC2Alloy to analyse PAC specifications using Alloy analyser to
ensure the consistency of the specifications.

I. INTRODUCTION

In the last decades, researchers have proposed several
Spatio-Temporal Access Control models [1, 2, 3], such as
Spatio-Temporal Role Based Access Control (STRBAC) [1],
to support policy designers in designing proper Access Control
specifications, especially the Cyber Access Control (CAC)
specification. Although these models offer many benefits for
implementing CAC systems, they are not adequate enough to
represent Physical Access Control (PAC) specifications and
still have some limitations that should be overcome prior
modelling the physical aspect of Access Control. One of the
major drawbacks to these models is the representation of
locations, as current models deal with logical location, which
may not be suitable for representing the physical aspect of
Access Control. This is a critical point, because logical location
and physical location are different, especially when dealing
with hierarchy. We came across such limitations when trying to
model a PAC mechanism used in a leading telecommunications
company. Extending the existing models to overcoming such
limitations is very important, because such extension will assist
systems’ designer to create correct PAC specifications.

To overcome such limitations, this paper presents a new
Spatio-Temporal Role Based Access Control for Physical Sys-
tems (STRBAC-PS). Our model extends the Access Control
model that proposed by Ray and Toahchoode [1] in a manner
such that it can be used to specify PAC policies. The STRBAC-
PS model consists of various rules that can be employed to
support various system requirements. These rules may interact
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with each other in subtle ways and result in inconsistencies,
which must be detected before the implementation of the
system. Therefore, we make use of our method AC2Alloy [9],
to ensure the consistency of the specification. A real world case
study is used to demonstrate the feasibility of our approach.

The paper is organized as follows. In Section II, a brief in-
troduction into the STRBAC model and AC2Alloy is provided.
Section III describes the PAC system. This is followed by a
description of the problem in section IV. Section V presents our
efforts to develop the new framework STRBAC-PS. In section
VI, AC2Alloy is used to analyse the PAC specification. The
paper ends with a conclusion.

II.
A. STRBAC Model

PRELIMINARY

The Spatio-Temporal Role Based Access Control (STR-
BAC) model [1, 4] is an extension of the original RBAC
model [7] that supports temporal and location constraints. The
STRBAC model is very useful for providing a high level
description of Access Control, especially when the time and
location information are required to grant or deny access to
the resources. For more details about the STRBAC model we
refer the reader to [1, 4].

B. AC2Alloy

AC2Alloy [9] is an Eclipse Plug-in application that makes
use of the Model Driven Architecture (MDA) [6] technology
SiTra (Simple Transformer) [8] to auto-generate Alloy from
the Access Control specification in the context of the STRBAC
model. AC2Alloy transforms the STRBAC specification into
XML representation of the STRBAC specification, and then
an Alloy model will be automatically generated from the
XML representation. The produced Alloy model can then be
automatically analysed using Alloy Analyser [5], which is
a SAT-solver based identify an erroneous design. For more
details about AC2Alloy we refer the reader to [9].

III. PHYSICAL ACCESS CONTROL (PAC) SYSTEM

In a large organisation such as a leading telecommuni-
cations company which deals with physical and cyber in-
frastructure, managing PAC policies is a complex task. The
complexities arise mainly from the following four aspects:
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e A large number of building/zones with distributed geo-
locations

e Buildings with different risk levels, which required
different levels of Access Control.

e A variety of users who have access to buildings based
on a mixture of roles such as permanent employees
and an outsourcing workforce.

e Time constraints for accessing the building/zones. For
example, certain zones can be accessed during the day
but during the night they are locked.

e Physical access can invalidate cyber access. For exam-
ple, if a machine is protected by a firewall but people
can physically access to it, then they can access the
hard disk and copy it.

An example of Physical Access Control (PAC) is as follow:

e A user swipes ID card to submit his or her user profile
to the system to verify the user information.

e The card reader reveals which building or zone the
user is accessing and therefore, submits the user
profile and building profile to the system.

e Both profiles (user profile and building profile) are
processed by the Physical Access Control (PAC) sys-
tem. The process involves a rule engine that has full
knowledge of the physical access policies. It compares
the two profiles and makes an access decision.

e  Two possible results (access granted or access denied)
can be returned by the Access Control process.

During the access granted process, time and location are also
important factors. For example, if a user tries to access a
building/zone outside of his/her working hours or, in a different
geographical location from his/her normal working region,
then access may not be granted.

A. Running Example: Physical System

1) Security Policies:

a) Entity: In organisations such as telecommunications
company users are mainly categorised based on their job
type. Examples of these categories may consist of company
employees, technical employees, clerical employees, and ca-
bling engineers. The organisations are based on several regions
(for example, Birmingham region, Manchester Region). Every
region consists of several buildings such as x, y, z, which
contain several zones or rooms such as server room and
common room. Each Physical Access Control point (a card
reader, for example), can be considered as a zone or room
entrance. In this paper, we assume that the organisation is
based on one region (Birmingham Region) and it only consists
one building (x), which contains three zones: Low Risk Zone,
Medium Risk Zone and High Risk Zone as depicted in Figure
1. The organisation also employs thousands of users. pave,
Mark, Tom, Sarah, Amy and Hannah are a small list of the
users within the organisation that has been chosen to illustrate
our approach. Examples of the different permissions that users
can have are listed in Table L.
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TABLE 1. LOST OF PERMISSIONS
Permission

P1 Access Building x
P2 Access Low level zone (i.e. common room)
P3 Access medium level zone (i.e. data center)
P4 Access High level zone (i.e. server room)
P5 Access street cabinets

Users are assigned to roles based on the timed and location
constrains as illustrated in Table II. Moreover, the roles are
assigned to the permissions based on the time and location
constrains as summarised in Table III.

TABLE II. USERS TO ROLES ASSIGNMENT CONSTRAINTS

Users | Roles Times Locations

Dave cabling engineer DayTime | LS: street cabinets Birmingham Region
L2: Low Risk Zone Birmingham Region

Sarah cabling engineer DayTime | L5: street cabinets Birmingham Region
L2: Low Risk Zone Birmingham Region

Tom cabling engineer DayTime | L5: street cabinets Birmingham Region
L2: Low Risk Zone Birmingham Region

Amy technical engineer DayTime | L3: High Risk Zone Birmingham Region

Mark clerical employee DayTime | L4: Medium Risk Zone Birmingham Re-
gion

Hannah| company DayTime | L2: Low Risk Zone Birmingham Region

employee

TABLE IIL PERMISSIONS TO ROLES ASSIGNMENT CONSTRAINTS

Role Permission Time Location

company employee P2 DayTime | L2

cabling engineer P5 DayTime | LS

P2 L2
technical engineer P4 DayTime | L3
clerical employee P3 DayTime | L4

b) Role Hierarchy: The hierarchy of roles in the
telecommunications company is depicted in Figure 2.

c) Separation of Duty between Roles: The telecommu-
nications company requires that the same user should not be
Clerical Employee and Cable Engineer at the same time and
the same location.

d) Cardinality Constrain over Roles: For health and
safety the telecommunications company requires that no more
than two users should have the role Cable Engineer at the
location 15 (street cabinet) and during the same time.
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Fig. 2. Role Hierarchy

IV. DESCRIPTION OF THE PROBLEM

Representation of locations is one of the major limitations
of the current STRBAC model that needs to be overcome in
order to be able to specify all of the security requirements
for the Physical Access Control systems. This is because the
STRBAC model deals with logical locations which may not
be suitable for PAC specifications. Next we shall explore the
differences between logical and physical locations.

A. Logical Location v.s Physical Location

Locations in Cyber Access Control (CAC) systems specify
a set of logical entities. This model is not sufficient for capture
access to resources. For example, due to the presence of doors
and locks we need to create a model which shows how access
to locations require credentials to access other locations.

B. Differences Between Hierarchy of Location in the Cyber
and Physical Systems

In general, Location Hierarchy is a partial order on the set
of Locations, that specifies which location is inside another
location (i.e. I; is inside ;). In the cyber systems this means
that if a user « is assigned a role » and its permission p at
a time ¢t and at the outer location ;, then the same user u
can have the role » and the permission p at the inner location
l;. This is may not be true in the Physical Access Control,
where having a permission to access to the outer location does
not necessary mean the same user will be granted access to
the inner locations. For example, in Figure 1, if a user « has
permission to access the location 11, this does not necessary
mean the same user » will have permission to access the any
of the inner locations 12, 13 and 14. As a result, hierarchy of
location in the Physical Access Control is not the same as the
hierarchy in Cyber Access Control.

V. THE PROPOSED MODEL: STRBAC-PS MODEL

Spatio-Temporal Role Based Access Control for Physical
Systems (STRBAC-PS) is a model that extends the STRBAC
model to be capable to describe the specification of Physical
Access Control. in such a way that it becomes capable of
describing the specifications of Physical Access Control. It is
similar to the STRBAC model in that the STRBAC-PS has the
basic sets of entities: Users (U), Roles (R), Permissions (P),
Times (T). However, we have introduced an additional set;
Location Graph (LG) to replace the set of Locations. Next we
shall briefly describe these entities, but before that we present
the location model for Physical Access Control (PAC) systems.
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A. Extend Location Models for Physical Access Control

In order to formalise the Physical location we introduce the
concept Location Graph (1.G), which is a graphical model that
emphasises both the locality and the connectivity of Physical
Access Control (PAC) systems.

Definition 1:: Location Graph 1.6=(ly, L, E), where L is
a finite set of nodes and £ C L x L is a set of directed edges
connecting the nodes of L. Nodes in L, which are sometimes
called locations consist of (possibly) multiple rooms, corridors,
.... etc, so that if a person can access one of them, then he/she
can access all of them. L has a unique node called outside
location represented as Iy € L, which represents the entire
world outside the premises. Edges E represent links which are
marked by permissions. We define the allocated permissions
function as m : E — P U {e}, where m(e) is the permission
marking the edge e. e = (I,I') showing the permissions
required to go from [ to I’. If m(e) = e, then a person does
not need any permission for going from [/ to I’. Sometimes
we simply write the permissions on the edge to represent the
allocated permission. In this case we can write [ 510 say
that, for going from [ to {’ the permission p is required. For
example, the physical location depicted in Figure 1 can be
represented using Location Graph as illustrated in Figure 3.
Figure 3 shows that a user requires a set of permissions in order
to be able to move from one node to another. For instance, it
shows that a user needs to have the permission (p;) in order
to move from the node Iy, which represents the outside to the
node 1, which represents (Building x).

Outside

Fig. 3. Location Graph

This location model has sufficient information to deal with
the two problems addressed in Secton IV of this paper.

Notation 1:: Assume that LG = (lp,L,E) is the
Location Graph as defined in Definition 1, we write § = [; 2%
Iy EEN [T lp—1 LU I for a path of edges connecting
locations, in which p; represents permissions required to go
from the location /; to [;41, where ¢ = 1,2,3, ...... Jk—1.

B. STRBAC-PS Entities

In this section, we describe the entities of the STRBAC-PS
model. Table IV provide a short description of all the entities
of the STRBAC-PS model.

1) Impact of Location Graph on Permission Role Acquire
(prA): In order to have physical access to an inner location
in a building, for example a room, a person needs to have
access into a set of doors and corridors which allows him/her
to go through them and ends up in the inner location. There



TABLE IV. STRBAC-PS ENTITIES
STRBAC-PS Entities Description
Users (U) a finite set of users, U:{ul , Uy euens s um}
Roles (R) a finite set of roles, R={71,72, ..... Tk}
Permissions (P) a finite set of permissions, P={p1,p2, ey po}
Times (T) a finite set of times, T={¢1, t2, ..... Jtn}

a relation that associates users to roles based on
the time and location constraints, URA C U
X R X T X L

User Role Assignment (URA)

Permission ~ Role

(PRA)

Acquire | a relation that associates permissions to roles
based on the time and location conditions, PRA

CRXPXTXTL

Role Hierarchy (RH) a transitive partial order on the set of roles, RH

CRXRXT XL

Separation of Duty between | a constraint over roles, which specifies that users

Roles (SoDR) should not assign to exclusive roles
Cardinality ~ constraints  over a constraint over roles, which specifies the re-
Roles (CCR) striction on certain roles which can be assigned

to a limited number of users

might be multiple paths to the inner location, but he/she
requires to be able to go through at least one of them to
reach to the inner location. To formalise this, consider a
Location Graph LG = (lyp, L, E) as defined in Definition
1. Assume that a role r has the permissions p to access a
location [ at time ¢. Then there exists at least one path of
the form [g ELN l1 RN loeeeiinni. Iy ELN [, such that the role
r has all permissions pg,p1, P2, -------- pk. In other words, Vi
pra(r,p;,t,1;), where 0 <@ <k — 1.

VI. ANALYSING OF THE RUNNING EXAMPLE USING

AC2ALLOY

The most frequent question during modelling of Access
Control systems is whether the specification is consistent with
functional requirements and compliant with security require-
ments or not. In order to answer this question, this paper makes
use of AC2Alloy [9] to generate an Alloy model from the
STRBAC-PS specification and then uses Alloy Analyser to
verify the generated Alloy model.

A. Transformation of the Running example into Alloy

The AC2Alloy tool is used to create an Alloy model
from the STRBAC-PS specification. When we apply AC2Alloy
to the Physical Access Control specification in the context
of STRBAC-PS, the specification will be transformed to the
XML representation and then the XML representation will
be transformed automatically into Alloy code as described in
Section II. For sake of conciseness, specifications are omitted.
They are available in [10].

B. Model Analysis

To ensure that the Physical Access Control (PAC) system
is consistent, several Alloy checks will be produced via
AC2Alloy. For example, an Alloy check will be generated
for the cardinality constraint over the role Cable Engineer as
depicted in Figure 4.

check{ ((L5 in CableEng.node) && (DayTime
in CableEng.time)=> (#CableEng.user <3))}

Fig. 4. Example of the Transformation of Cardinality Constraints
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The execution of the Alloy check shows that Alloy Anal-
yser picked up a counterexample as depicted in Figure 5.
This means tthat he policy is inconsistent because there are
more than two user (Tome, Dave and Sarah) assigned to
the role Cabling Engineer at the node 15, which represents
(street cabinet) during the DayTime, which is not permissible
according to the Cardinality constraint.

CablingEngineer
o i e ods
Tom DayTime Dave Sarah L5:street cabinet
# Mo of Roles =3
Fig. 5. Counterexample for the Cardinality check CC1

VII. CONCLUSION

In this paper, we extend the existing STRBAC model so
that it can be used to specify Physical Access Control (PAC)
policies. To achieve this, we have introduced the concept of
Location Graph to formalise the physical location. The paper
also provided a real world example to show the shortcomings
of the existing access control models and to highlight the
benefits of our new framework. To ensure the consistency
of the Physical Access Control (PAC) specification the paper
makes use of our previous method, AC2Alloy, to transform
the specification into alloy. Finally, it uses an Alloy Analyser
to identify any errors in the design.
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