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ABSTRACT

Traditional access control models, such as Role-Baseds&dcen-
trol (RBAC), do not take into account contextual informatisuch

as location and time, for making access decisions. Conségue
they are inadequate for specifying the access control refedany
complex real-world applications, such as the Dengue DatiSup-
port (DDS) that we discuss in this paper. We need to ensute tha
such applications are adequately protected using emesgioess
control models. This requires us to represent the appticatnd its
access control requirements in a formal specification lagguWe
choose the Unified Modeling Language (UML) for this purpose,
since UML is becoming the defacto specification languagéén t
software industry. We need to analyze this formal speciioab
get assurance that the application is adequately protedth-

ual analysis is error-prone and tedious. Thus, we need atéum
tools for verification of UML models. Towards this end, we pro
pose that the UML models be converted to Alloy. Alloy is based
on first-order logic, has a software infrastructure thapsuts auto-
mated analysis, and has been used for the verification ofvedd
applications. We show how to convert the UML models to Alloy
and verify the resulting model using the Alloy Analyzer winitas
embedded SAT-solvers. The results from the Alloy Analyzér w
help uncover the flaws in the specification and help us refiae th
application and its access control requirements.

Categories and Subject Descriptors

D.2.1 [Requirements/Specification [Languages, Methodologies];
K.6.5 [Management of Computing and Information System§
[Security and Protection]
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1. INTRODUCTION

Traditional models, such as Discretionary Access ConDAKg)
or Role-Based Access Control (RBAC) do not take into account
contextual information, such as, location and time, befoeking
access decisions. Such models are often inadequate folypew t
of applications that are being developed. Consequentigarehers
have proposed various access control models that use toaitex
formation, such as, location and time, for performing ascestrol
[3, 4,5, 8, 10, 14, 21, 23, 31, 28, 29, 35]. However, when such a
new access control model is being used for a novel applitatie
must have assurance that the application is being adeyyatel
tected. We propose a methodology that describes how we t¢an ge
assurance that an application is adequately protected.

We use a real-world dengue decision support (DDS) apptioati
to illustrate our approach. DDS helps state-level publedtheoffi-
cials respond to local outbreaks of dengue. The users of/giera
are assigned different roles and perform tasks that argressito
their roles. In order to perform a specific task, a user needet
assigned to a specific role and has to be in the specific locatio
ing the specific time. Roles of users may also be related ¢ftrou
the hierarchical structure of the organization. Moreotee, sep-
aration of duty needs to be applied to ensure that no usere&an b
assigned two or more conflicting tasks. Our previously pseplo
Spatio-Temporal Role Based Access Control (STRBAC) maglel i
adequate for meeting these requirements, so we chose tb use i

The Spatio-Temporal RBAC (STRBAC) model [31] that we pro-
posed is an extension of RBAC model that supports spatial and
temporal constraints. We describe how each entity in thidehis
constrained by location and time. Our model supports thiewar
features of RBAC including role hierarchy and separatiodus;.

The model is more expressive than its traditional countéspand
has various features which the users can selectively us= lzas
their application requirements. In this paper, we propase to
use the simplified version of STRBAC to support the Dengud&-Dec
sion Support (DDS) system and gain assurance that the applic
is adequately protected.

In order to formally analyze the access control for the aapli
tion, it is important to specify the application and theicess con-
trol requirements in a formal specification language. Weseho



use the Unified Modeling Language (UML) [27] for this purpose
for several reasons. First, it is the de facto modeling laggwsed

in the software industry. Second, it is easy to use and utadets
Third, it is used together with Object Constraint Langua@€l),
which is based on first order predicate logic; this makes @érable

to analysis. We show how the existing access control reopgngs
for the DDS can be specified using UML.

Although formal analysis can be done on UML specifications
that are augmented with OCL constraints, there is not mugh to
support for automated analysis. Towards this end, we adiwdloa
use of Alloy [18] for doing automated analysis. Alloy is a sifiea-
tion language capable of expressing complex structuradtcaints
and behavior. Alloy specifications can be automaticallylyaread
using the Alloy Analyzer which has embedded SAT-solversrédo
over, it has been successfully used in the modeling and sisaly
real-world systems [13, 39].

We begin by specifying the structure and security conssaif
a spatio-temporal role-based access control model for DB®H
using UML 2.0 and accompanying OCL constraints. We then use
UML2Alloy [6, 7] to automatically transform the class diagn and
OCL statements into an Alloy model which is subsequently ana
lyzed. Alloy is supported by an automated constraint sabedied
Alloy Analyzer that searches instances of the model to clieck
satisfaction of system properties. The model is automigtitans-
lated into a Boolean expression, which is analyzed by SAVess|
embedded within the Alloy Analyzer. A user-specified scopée
model elements bounds the domain, making it possible taefea
nite Boolean formulas that can be evaluated by the SAT-salve
When a property does not hold, a counterexample is prodinzed t
demonstrates how it has been violated. The analysis deratest
how adequately the access control requirements protectié
cation.

The rest of the paper is organized as follows. Section 2 dhescr
the related work. Section 3 briefly describes the simplifiecsion
of our STRBAC model. Section 4 outlines the transformatioo p
cess from UML to Alloy. Section 5 provides the backgrounainf
mation of the Dengue Decision Support system and descriilges t
spatio-temporal security policies applied to it. Sectiatigusses
how the model can be analyzed using Alloy. Section 7 conglude
the paper with some pointers to future directions.

2. RELATED WORK

Role-based access control model [11] is used for addre#iséng
access control needs of commercial organizations. Sewends
exist that improve RBAC functionality. Some of these focus o
how RBAC can be extended to make it context aware. Sampeman
et al. [34] present a new access control modeldctive spaces
Active space denotes the computing environment integy iy s-
ical spaces and embedded computing software and hardwre en
ties. The active space allows interactive exchange of in&bion
between the user and the space. Environmental aspectsogtedd
into the access control model for active spaces, and thespées
are introduced into the implementation of the access cbmwdel
based on RBAC.

Covington et al. [10] introduce environment roles in a gener
alized RBAC model (GRBAC) to help control access to private
information and resources in ubiquitous computing appbces.
The environment roles differ from the subject roles in RBA@ b
do have similar properties including role activation, rblerarchy
and separation of duty. In the access control framework aitipp
ing environmental roles, each element of permission assigiis
associated with a set of environment roles, and environmnues
are activated according to the changes specified in envieatah

e

conditions. This allows environmental properties, suctiras and
location, to be introduced into the access control framkwbr a
subsequent work [9], Covington et al. describe the Contexdre
Security Architecture (CASA) which is an implementationtbé
GRBAC model. In CASA, the security management service is re-
sponsible for managing the access control policies, arfteatita-
tion and authorization services are used to verify useresréas
and determine access to the system resources. The envintaime
role activation services manage environmental role airand
deactivation according to the environment variables ctdie by
the context management services.

Other extensions to RBAC include the Temporal Role-Based Ac
cess Control Model (TRBAC) proposed by Bertino et al. [4]isTh
work adds the time dimension to the RBAC model. The authers in
troduce the concept of role enabling and disabling. Tem mana:
straints determine when the roles can be enabled or disablexde
can be activated only if it has been enabled. Joshi et ald2End
this work by proposing the Generalized Temporal Role Based A
cess Control Model (GTRBAC). In this work the authors intiod
the concept of time-based role hierarchy and time-baseatatpn
of duty. These works do not discuss the impact of spatiaré
tion on access control.

Researchers have also extended RBAC to incorporate sipatial
formation. One such example is the GEO-RBAC [5]. In this mpde
role activation is based on the location of the user. Foams, a
user can acquire the role of teacher only when he is in theacho
Outside the school, he can acquire the role of citizen. Thdaho
supports role hierarchies but does not deal with separafictu-
ties. Another work incorporating spatial information is BRC
proposed by Ray et al. [29]. Here again, the authors propose h
each component of RBAC is influenced by location. The authors
define their formal model using thespecification language. Role
hierarchy and separation of duties are not addressed irpthis
per. None of these work discuss the impact of time on location
Location-based access control has been addressed in athies w
not pertaining to RBAC [14, 23, 28].

The paper proposed by Chandran et al. [8] combines the main
features of GTRBAC and GEO-RBAC. Here again, a role is en-
abled by time constraints. The user can activate the roleifole
is enabled and the user satisfies the location constraistsiased
with role activation. Another work which falls into this egfory
is GST-RBAC by Samuel et al. [35]. In this work, the authors de
velop a framework to incorporate topological spatial coaiats to
the existing GTRBAC model. The authors do this by augmenting
GTRBAC operations, namely, role enabling, user-role asaint,
role-permission assignment, and role-activation withtispaon-
straints. The operations are allowed only if the spatial t@mapo-
ral constraints are satisfied. The model also introducesdtien
of Spatial Role Hierarchy and Spatial Separation of Duty5(dp)
constraints. Our early work [31] extends RBAC with spatiatia
temporal constraints. Although the goal of this work is $mto
those proposed by Chandran et al. and Samuel et al., our model
can express some real-world constraints that are not pessithe
other ones. In our model, a user can activate a role at spéunigés
and at designated locations. After a user’s role is actilydte can
access the resource only if his role has the permission to dod
the spatio-temporal constraints associated with the [@sioris are
satisfied. The model also supports the spatio-temporahietar-
chies and separation of duties constraints. In a subsequoit
[32], we extend the model to support the delegation operatio

A lot of work also appears in the area of analysis of security
policies. Researchers have used formal logic for spegjfgitho-
rization policies so that they can be analyzed. Many worlgeap



that attempt to analyze RBAC specifications. Some have uneed t
Z modeling language for specifying RBAC [42] and LRBAC [29].
Although Z language can represent RBAC and its constraimts i
a formal manner, the language itself lacks the tool to super
automated analysis of the formalized model. Others have ase
extension of the Unified Modeling Language (UML) [30] calfeat
rameterized UML to visualize the properties of RBAC conistia
The model describes how one can visualize the conflicts tlagt m
occur within RBAC constraints. However, it lacks the alilib
perform automated model analysis.

ALLOY [16, 17, 18, 43] is a textual language developed at MIT
by Daniel Jackson and his team. Alloy is a fully declarativstfi
order logic language designed for modeling and analyzimgpdex
systems. Alloy is supported by a fully automated constrsahier,
called Alloy Analyzer, which allows analysis of system pedies
by searching for instances of the model. Alloy has been us#tki
verification of real world systems and protocols [13, 12, 39]

Bordbar et al. propose UML2Alloy [2, 6, 7], a tool to auto-
matically transform UML model to Alloy specification. Thers-
formation makes use of Model Driven Architecture (MDA) [22]
techniques for defining and implementing the transfornmatfoom
models captured in the UML class diagram and OCL into Alloy.
The theoretical foundations and the challenges incurredbing
this transformation appear in one of our more recent works [1

Researchers have also advocated the use of Alloy for magelin
RBAC specifications. Schaad et al. [37] model user-rolegassi
ment, role-permission assignment, role hierarchy, arit Stapara-
tion of duties features of RBAC extension using Alloy. Théhaus
do not model role activation hierarchy or the dynamic sefara
of duties. The authors briefly describe how to analyze cdsfiic
the context of the model. Zao et al. [43] model basic featofes
RBAC, role hierarchy, and static separation of duties irogll

3. STRBAC MODEL

In this section we describe the simplified version of our SARB
model that is needed for the DDS application. For the fulki@r
of our model, we refer the interested reader to [31, 32, 40].

3.1 STRBAC Components

The simplified STRBAC model consists of the different easti
corresponding to RBAC entities which atsers Roles andPer-
missions In this section, we describe how the entities in RBAC are
associated with location and time. Throughout this papeation
is represented ag¥nysical locationpwhich is a set of points in three
dimensional space, and time is representedtaseaintervalwhich
is a set of time instants. For more detail about the locatiwhtame
representation, please refer to our previous STRBAC p&idr [

3.1.1 Users

We assume that each valid user, interested in doing somiédnea
sensitive operation, carries a locating device which ig abkrack
his location. The location of a user may change with time. fEhe
lationUserLocatiorju, t) gives the location of the user at any given
time instantt. Since a user can be associated with only one loca-
tion at any given point of time, the following constraint mie
true. Note that in this and all the subsequent formulae, wi¢ thie
quantification symbols.

UserLocatioru,t) = I AUserLocatioriu,t) =Ij <
(i Siyvch)

3.1.2 Roles

We have two types of relations with roles. These are user-rol
assignment, and permission-role assignment. We discessale
assignment in this section, and later we discuss permissieras-

Hu and Ahn [15] propose an Enhanced Assurance Managementsignment. Often times, the assignment of a user to a roleaitm

Framework to verify and test the access control system. i th
work, the authors provide algorithms to show how RBAC mod-
els can be specified in Alloy. The Alloy Analyzer will autornat
ically analyze this model to ensure the correctness of tlcessc
control specification. Later, the test cases generated fhenver-
ified model will be used to perform a conformance testing, n@he
the actual result from model implementation will be complasith
the expected result derived from the formal specificatiom: \@ork
focuses on automated translations of UML specificationslkayA
We use OCL for specifying constraints instead of using aispec
ized constraint language RCL2000. Our biggest differesci i
describing how the spatio-temporal aspects can be verietju
Alloy.

Samuel et al. [35] also illustrate how GST-RBAC can be speci-
fied in Alloy. They describe how the various GST-RBAC funatio
alities, that is, user-role assignment, role-permississiglmment,
and user-role activation, can be specified by Alloy. In owerg
work [40], we propose using Alloy to study the interactiontioé
various features of our previously proposed spatio-tealf®BAC
model [31]. The analysis reveals 13 types of conflict that avése
due to the interaction of the model features. In another btk
we adapt this approach to verify a more complex model-apati
temporal RBAC with delegation. However, both of these works
focus on analyzing the model in isolation and are useful stdb-
ing potential conflicts that may occur between the diffefeatures
of the model. Such analysis is independent of the applicaiitie
current work, on the other hand, analyzes the behavior cdpipé-
cation using our spatio-temporal access control modelh &nal-
ysis will help illustrate whether any conflicts are produdscthe
access control requirements of the given application.

and time dependent. For instance, a person can be assignexdieh
of State Epidemiologist only in certain designated loaaiand at
certain times only. To get the role of Jurisdiction Epidelmiist, a
person must be at the jurisdiction office during regular Botihus,
for a user to be assigned a role, he must be in designatedblogsat
during specific time intervals. In our model, a user mustséati
spatial and temporal constraints before roles can be ashigive
capture this with the concept ofle allocation A role is said to
be allocatedwhen it satisfies the temporal and spatial constraints
needed for role assignment. A role can be assigned once it has
been allocatedRoleAllocLogr) gives the set of locations where
the role can be allocatedRoleAllocDurr) gives the time interval
where the role can be allocated. If some mtan be allocated any-
where, therRoleAllocLogs) = universe Similarly, if role p can
be assigned at any time, we spedigleAllocDur p) = always

The predicaté) serRoleAssigfu,r,d,|) states that the useris
assigned to role during the time intervatl and locationl. For
this predicate to hold, the location of the user when the vwas
assigned must be in one of the locations where the role &itoca
can take place. Moreover, the time of role assignment must be
the interval when role allocation can take place.

UserRoleAssig,r,d,l) = (UserLocatiotfu,d) = )A
(I € RoleAllocLogr)) A (d C RoleAllocDucr))

3.1.3 Permissions

Permission is the ability to perform a corresponding tasér- P
missions are associated with roles. A user can acquire atiipe
sions associated with his role only when he is in the des@ghat
location and time while his role is active. We define anottredp
icate which we terniPermRoleAcquirgp, r,d,l). This predicate is



true if roler has permissiop for durationd at locationl. Note that,
for this predicate to be true, the time interdahust be contained in
the duration where the role is active. Similarly, the locati must
be contained in the places where the role is active.

3.2 Role Hierarchy

The structure of an organization in terms of lines of autiyaén
be modeled as an hierarchy. This organization structuedflected
in RBAC in the form of a role hierarchy [36]. Role hierarchyais
relation among roles. This relation is transitive and agtihmetric.
Roles higher up in the hierarchy are referred to as seniesrahd
those lower down are junior roles. The major motivation fidiag
role hierarchy to RBAC was to simplify role management. 8eni
roles can inherit the permissions of junior roles, or a serote
can activate a junior role, or do both depending on the natittee
hierarchy. This obviates the need for separately assighingame
permissions to all members belonging to a hierarchy.

Joshi et al. [21] identify two basic types of hierarchy. Thistfis
the permission inheritance hierarchy where a seniorxaierits
the permission of a junior rolg The second is the role activation
hierarchy where a user assigned to a senior role can acaiyaitéor
role. Each of these hierarchies may be constrained by totatid
temporal constraints. Consequently, we have a numberfefelift
hierarchical relationships in our model. In this sectiore will
consider only the spatio-temporal permission inheritdriegarchy.
For the spatio-temporal role activation hierarchy, wereid31].

Definition 1 [Unrestricted Permission Inheritance Hierarchy]
Let x and y be roles such that> vy, that is, senior role x has an
unrestricted permission-inheritance relation over jumide y. In
such a casex inheritsy's permissions but not the locations and
time associated with it. In other words, the permission camp-
plied wherever the senior role is at that time. This is foireal as
follows:

(x> y) A PermRoleAcquirg, y,d,|) = PermRoleAcquirg, x,d’,1")

In the above hierarchy, a senior role inherits the junioesgber-
missions. However, unlike the junior role, these permissiare
not restricted to time and location. Account auditor rolbdrits
the permissions from the accountant role. He can use theiperm
sions at any time and at any place.

Definition 2 [Time Restricted Permission Inheritance Hiera-
chy] Let x and y be roles such that>; y, that is, senior role x has
a time restricted permission-inheritance relation ovaigurole y.

In such a cases inheritsy’'s permissions together with the tempo-
ral constraints associated with the permission. This im#étized
as follows:

(x>t y) A PermRoleAcquirg, y, d, | ) = PermRoleAcquirg, x,d, ")

In the above hierarchy, a senior role inherits the junioesgber-
missions. However, the duration when the permissions dié va
are those that are associated with the junior roles. A coatabor
can inherit the permissions of the author until the papeulsrst-
ted.

Definition 3 [Location Restricted Permission Inheritance Her-
archy] Let x and y be roles such that>, y, that is, senior role x
has a location restricted permission-inheritance ratatier junior
role y. In such a case; inheritsy's permissions together with the
location constraints associated with the permission. iBHisrmal-
ized as follows:

(x> y) A PermRoleAcquirg, y,d,|) = PermRoleAcquirg, x,d’, )

In the above hierarchy, a senior role inherits the juniocesgermis-
sions. These permissions are restricted to the locatiopssed on
the junior roles. A top secret scientist inherits the pesibis of top
secret citizen only when he is in top secret locations.

Definition 4 [Time Location Restricted Permission Inheritance

Hierarchy] Let x and y be roles such that> y, that is, senior
role x has a time-location restricted permission-inhed&relation
over junior role y. In such a casg,inheritsy’s permissions to-
gether with the temporal and location constraints assediatith

the permission. This is formalized as follows:

(x >y y) A PermRoleAcquirg, y, d, ) = PermRoleAcquirgp, x, d, )

In the above hierarchy, a senior role inherits the junioesgber-
missions. These permissions are restricted to time andidosa
imposed on the junior roles. Daytime doctor role inheritenis-
sion of daytime nurse role only when he is in the hospital ryri
the daytime.

3.3 Separation of Duty

Separation of duties (SoD) enables the protection of thedfra
that might be caused by the user [38]. Separation of Duty §SoD
comes in two varieties. First one is with respect to user asle
signment. The second one is with respect to permission mle a
signment. In this paper, we will focus on the Static Sepanatif
Duty for permission role assignment. The idea is that theesanie
should not acquire conflicting permissions. Due to the pres®f
temporal and spatial constraints, we can have differenbiftaef
separation of duties — some that are constrained by tempodhl
spatial constraints and others that are not. In the follgwie de-
scribe the different separation of duty constraints.

Definition 5 [Weak Form of SSoD - Permission Role Assign-
ment] Let p andq be two permissions such that# q. (p,q) €
SSOD PRAy, if the following condition holds:

PermRoleAcquirg, x,d,|) = - PermRoleAcquir@, x,d, 1))

The above definition says that if permissignand q are related

through weak SSoD Permission Role Assignment atés per-

missionp at timed and locatiorl, thenx should not be given per-
missiong at the same time and location.

Definition 6 [Strong Temporal Form of SSoD - Permission Role
Assignment] Let p and q be two permissions such that# q.
(p,q) € SSODPRA if the following condition holds:

PermRoleAcquirg, x,d,|) =
- (3d’ C alwayse PermRoleAcquirgg, x,d’, 1))

The above definition says that if permissign@ndq are related
through strong temporal SSoD Permission Role Assignmahkan
has permissiomp at timed and locationl, thenx should not get
permissiorg at any time in locatioth.

Definition 7 [Strong Spatial Form of SSoD - Permission Role
Assignment] Let p and g be two permissions such that# q.
(p,q) € SSODPRA if the following condition holds:

PermRoleAcquirg, x,d, 1) =
= (3I" C universes PermRoleAcquir@, x,d,l”))



The above definition says that if permissigmand q are related
through strong spatial SSoD Permission Role Assignmentxand
has permissiorp at timed and locationl, thenx should not be
given permissiorm at the same time at any locatitin

Definition 8 [Strong Form of SSoD - Permission Role Assign-
ment] Let p andq be two permissions such thpt£ q. (p,q) €
SSODPRA if the following condition holds:

PermRoleAcquirgp, x,d, ) =
- (3" C universe3d’ C alwayse PermRoleAcquir@, x,d’,1"))

The above definition says that if permissigmandq are related
through strong SSoD Permission Role Assignment, then tine sa
role should never be given the two conflicting permissions.

4. UML TO ALLOY TRANSFORMATION

Since the applications are generally specified in UML, we use
UML to specify our application and access control constsaas
well. UML can be used in conjunction with OCL which is based
on formal logic; this allows us to formally specify the comstts in
our model. However, in order to get assurance that our agijmic
is adequately protected, we need to analyze our applicatgmiher
with the access control constraints. Manual analysis i®tescand
error-prone, so we need to automate the verification prodess
isting tools for automated analysis of UML models, such aEUS
and OCLE, cannot verify behavioral properties and so ardena
guate. We propose an approach that will transform UML models
with OCL constraints into an Alloy specification. We disctiiss
details of the transformation process after giving somédpamind
in Alloy.

4.1 ALLOY Lightweight Modeling System

ALLOY [16, 17, 18, 43] is a fully declarative first-order lagi
language designed for modeling and analyzing complex s\sste
An Alloy model consists of a number of signature and relation
declarations. A signature specifies entities used to mbdesys-
tem, and relation declarations specify the dependencitgeka
such entities, allowing the designer to capture complexcttres.
Alloy is supported by a fully automated constraint solveallexd
Alloy Analyzer, that analyzes system properties by searcHior
model instances that violate assertions about them. Alloglyzer
translates the model into a Boolean expression, and arsaityas-
ing embedded SAT-solvers. The user specifies a scope todhe to
which is an integer number used to bound the domain of model el
ments. Bounding enables the tool to create finite Booleanditas
for evaluation by the SAT-solver. If Alloy Analyzer producan in-
stance that violates the assertion (a counterexample)awénéer
that the specified property is not satisfied. However, for@seh
scope, if no counterexample emerges, it is possible thapribye-
erty is violated in a larger scope. Choosing a larger scopeigies
greater assurance, but the analysis takes longer time tpleten
[19]. However, design flaws are often discovered in smalpsso
This is known as “small scope hypothesis” [19]. Choosingitlet

Class diagram

metamodel | = ation , Alloy EBNF representation
A OCL Ru?es metamodel of Alloy’s grammar
metamodel ,

A <<Implements>>
<<ConflormTo>>

<<ConfdrmTo>> T <<ConfbrmTo>>
Class diagram
Alloy model|

OCL
statements

Figure 1: Outline of the transformation method.

the Alloy Analyzer to rapidly discover a number of flaws thauid
otherwise require much more time and resources to uncower. F
more details on Alloy and its comparison with other formaltime
ods please refer to [17, 18, 19].

4.2 Model Transformation from UML to
Alloy

There are clear similarities between Alloy and UML langusage
such as class diagrams and OCL. From a semantic point of view
both Alloy and UML can be interpreted by sets of tuples [20, 33
Alloy is based on first-order logic and is well suited for esgsing
constraints on Object Oriented models. Similarly, OCL hasre
sive constructs for expressing constraints as first ordgc Ifor-
mulas. Considering such similarities, model transfororafrom
UML class diagrams and OCL to Alloy seems straightforward.
However, UML and Alloy have fundamental differences, which
are deeply rooted in their underlying design decisions. éxam-
ple Alloy makes no distinction between sets, scalars aradiogls,
while the UML makes a clear distinction between the threde®t
examples include that UML supports a number of primitiveetyp
whereas Alloy only supports integers. UML also supportsragg
gation and composition, but there is no counterpart in Alksiyof
this makes the transformation from UML to Alloy challenging

Figure 1 depicts an outline of our approach. Using the Exddnd
Backus-Naur Form (EBNF) representation of the Alloy gram[2@],
we shall first generate a Meta Object Facility (MOF) compi[ad]
metamodel for Alloy. We then select a subset of the class dia-
grams [26] and OCL [25] metamodels. To conduct the modestran
formation, a set of transformation rules has been defined rilles
map elements of the metamodels of class diagram and OCL into
the elements of the metamodel of Alloy. The rules have been im
plemented into a prototype tool called UML2Alloy. If a UMLads
diagram, which conforms to the subset of UML we support, & pr
vided as input to UML2AIloy, it automatically generates athos
model. For lack of space, we do not show how the EBNF repre-
sentation of Alloy’s grammar is transformed into a MOF coizpt

scope, and the degree of confidence a given scope provides, demetamodel but refer the interested reader to [2].

pends on the problem being analyzed. Currently, we do not pro
vide any guidelines on how to choose the scope for verifyaugss
control requirements. We propose to use the Alloy Analyzea a
first line of defense to discover flaws in the access contaplire-
ments. If the analyzer does not produce a counterexampier ot

4.3 Mapping Class diagram and OCL to
Alloy

The transformation rules map elements of the UML class dia-
gram and OCL metamodels to the Alloy metamodel. Due to space

techniques such as Model Checking and Theorem Proving can belimitations the UML and OCL metamodels are not presented,her

used to provide a higher level of assurance. Such technigpges
more time consuming and require human intervention andrexpe
tise. Our approach can therefore save time and resourcesity u

but can be found in the respective specification documetsg2
29], [25].
Table 1 presents a table which provides an informal mapping



[ UML+OCL metamodel element | Alloy metamodel element]|

Class ExtendsSigDecl
Property DeclExp
Operation Predicate

Parameter Decl
Enumeration ExntedsSigDecl
EnumerationLiteral ExtendsSigDecl
Constraint Expression

Table 1: Informal mapping between UML and Alloy meta-
model elements

between the most important elements of the UML and OCL meta-
models and Alloy. More specifically a UMClassis translated to
an Alloy signature declaratiorEktendsSigDell which defines a
Sigld with the same name. If the class is not a specialization the
Alloy signature is not related to ar§igRef Otherwise it might be
related to e&BigRefwhich references the signature it might extend.
A Propertyis translated to a declaration expressidedEXxp,
which is used to define a field in an Alloy model. Aperationis
transformed to &redicateand theParameterf the operation are
transformed to declaration®écl). An Enumeration [26, p. 63]
is transformed to a signature declarati®igDec| which declares
an abstract signature. ABnumerationLiterais transformed to a
sub signature. A more complete transformation rules fronlLUWiv
Alloy and their implementation are explained in our preeowrk

2].
5. DENGUE DECISION SUPPORT SYSTEM

We illustrate our approach using a real-world Dengue Denisi
Support (DDS) system. The DDS helps state-level publichedi
ficials respond to local outbreaks of dengue. Responsestertsi
vector control and vector surveillance, namely, sprayzantrol)
and investigating locations where mosquitoes might bedinge
and living (surveillance) and the level of confirmed dengases
has increased above a prescribed threshold. Public hédfittials
are organized in jurisdictions, based on population, anttiphel
jurisdictions are included in a single state. When the thokb
is reached, officials at both levels respond. The jurisoictffi-
cer activates vector control and surveillance teams traicual
to the jurisdiction, with instructions regarding the sfiectontrol
and surveillance protocols to follow and the locations wehttrey
are to be performed. The state officer releases materiaksofor
trol to the team, and the local team then performs the cantnodl
surveillance ordered. The jurisdiction and state vectoitrod of-
ficials are often located in different buildings, althougle wector
control team is co-located with the jurisdiction officer.l Abntrol
materials are located in warehouses elsewhere, and fodicaer
tion reasons are controlled by the state officer. Infornmatibout
specific cases of dengue is retained in what is called an epide
ological study. This data includes information about th&eue,
the location where the patient lives (the premise), the,casd
control and surveillance actions performed at the preniike.pa-
tient and case data are considered private informationaendnly
available to epidemiologists at the jurisdiction and skexels. The
vector control team receives premise information alon@ witlers
for control and surveillance. However, the team also neetisve
names associated with the premises in order to validatedagion.
The team therefore needs access to some of the patient data fo
fixed period of time, in order to perform control and sunailte
duties. For lack of space, we omit giving the full specifioati

Table 2: DDS Tasks List

Task Task
1 | Read Premise 10 | Read VControl
2 | Change Premise 11 | Change VControl
3 | Read Case 12 | Read Work Record
4 | Change Case 13 | Change Work Record
5 | Read Patient 14 | Read VC Materials
6 | Change Patient 15 | Change VC Materials
7 | Read Patient Names | 16 | Signal VC Need for DV
8 | Read Schedule Work | 17 | Signal VC Need for DHF
9 | Change Schedule Work

5.1 Security Policies

5.1.1 Entities

DDS system consists of the following roleState Epidemiolo-
gist, Jurisdiction EpidemiologisClinic EpidemiologistClinician,
State Vector Controlurisdiction Vector ContrglandLocal Juris-
diction VC TeamTasks user can perform are listed in Table 2. Each
role can perform their own set of tasks in the designatedilmta
and time summarized in Table 3.

5.1.2 Role Hierarchy

Some roles in the DDS are related using unrestricted peioniss
inheritance hierarchy. Using the STRBAC model, these imlat
ships can be define as follotate Epi> Juris Epi Clinic Epi >
Clinician, andState VC> Juris VC

5.1.3 Separation of Duty

There are two separation of duty constraints in DDS system.
Both are the strong spatial form of static separation of duhese
permissions should not be assigned to the same user at tlee sam
time at any location. Note however, unlike traditional satian of
duty, these permissions can be assigned to the same usiéeardi
times.

1. User should not have permission to change VC protocols at
the same time as he has permission to change VC materials.

2. User should not have permission to signal DV at the same
time as signal DHF.

These can be represented in STRBAC as foll(liL;, 15) € SSOD PRA
and(16,17) € SSODPRA.

6. MODEL ANALYSIS

The first step in formal security analysis is to abstract aads-
form the STRBAC model in the context of DDS into a UML class
diagram and accompanying OCL. The class diagram depicesithe
tities that take part in the model, and defines their attebuélated
in the access control operations, such as the time and docati
tribute. OCL statements specify the invariants of the madeh as
the tasks assigned to role and security constraints thangdies in
the model must satisfy. In the next step, we use UML2AIlloy7p,
to automatically transform the class diagram and OCL states
into an Alloy model, which we subsequently analyze usingyll
Analyzer.



Table 3: DDS Role Constraints

Role Tasks Location Constraint Time Constraint

State Epi 16 A-State Office a—Regular Hours

Juris Epi 1,3 B—Juris Office a—Regular Hours
17 B—Juris Office b—Any Time

Clinic Epi 17 C—Clinic b—Any Time

Clinician 1,2,3,4,5,6 C—Clinic a—Regular Hours

State VC 11,15 A-State Office a—Regular Hours

Juris VC 1,8,9, 10, 12, 14 B-Juris Office a—Regular Hours

Local VC Team| 7 B—Juris Office, E-Emergency Locatignc—24 Hours Window after signal to begin work received
1,913 B-Juris Office, D—Field a—Regular Hours

6.1 Stage 1:

The first step of the abstraction is to simplify the originaidel
by removing non-essential elements so that the translaid-
loy produces a model that only contains items necessaryagore
about its security properties. For example, we remove thibates
which are not related with the security such gsnder birthdate
ssid from the Personentity since these attributes are not related
with the access control model. The resulting UML class diagis

shown in Figure 2.

Persan | 0.7

+rales

+uses

Model Abstraction

o | e

Role

imeCon : Time

4 =zenumerations>
location : Locatign Task

JONE : woid
[T/ : vaid
[THREE : woid
[FOUR : void

IFIVE : void
I1X 2 void

ISEVEN : waid
[EIGHT : void
INIME : void

StateEpi

LocalvCTeam| | JurisEpi

[TEN: void
ELEVEN : void

ClinisEpi
StateVs

[TWELVE : void

[THIRTEEN : void

FOURTEEM : void
IFIFTEEN : vaid

“eenumerationss

[SIXTEEN : void
Time [SEVENTEEN : vo

3 void
b - waid
woid

d

Figure 2: UML Model for the DDS’s STRBAC

The permission role assignments are expressed as OCL&@iitstr
The following OCL depicts the constraints for the permisgiole

assignment foduris

context Juri sEpi
inv jurisEpiCon :

including (Task ::
self.location = Location ::

self.timeCon = Ti
(self.tasks =
(Task ::

self.tineCon = Ti

The effect of permission inheritance hierarchy can alsoxse e
pressed as OCL. The following OCL depicts the constraintthie

(Task ::

Epirole.

(self.tasks = (Task :: ONE ->
THREE)) and

B and

me :: a) or

SEVENTEEN - > i ncl udi ng

SEVENTEEN)) and
self.location = Location ::

B and
m :: b)

permission role assignment f8tate Eprole.

context Stat eEpi
inv stateEpi Con :

(self.tasks = (Task :: SIXTEEN ->

i ncludi ng (Task::SI XTEEN)) and
self.location = Location :: A and
self.timeCon = Tine :: a) or
(self.tasks = (Task :: ONE -> including

(Task :: THREE)) and self.location = Location :: B and
self.timeCon = Tine :: a) or

(self.tasks = (Task :: SEVENTEEN -> including

(Task :: SEVENTEEN)) and self.location = Location :: B

and self.timeCon = Time :: b)

Note that all permissions assignedlaris Epi which is the ju-
nior role of State Epirole are appended to the set of permissions
assigned t&tate Eprole.

The separation of duty can also be modeled using OCL con-
straint. For instance, the constraint expressing thatsfsauld not
have permission to change VC protocols at the same time azshe h
permission to change VC materials can be modeled as follows:

context Person

inv no_eleven fifteen :
forAll (rl1, r2: Role |
(rl1.tasks -> includes (Task ::
(r2.tasks -> excludes (Task ::
(rl.tasks -> includes (Task ::
r2.tasks -> excludes (Task ::

self.roles ->

ELEVEN) inplies

FIFTEEN))) and

FIFTEEN) inplies
ELEVEN)))

6.2 Stage 2: Model Transformation

The UML2Alloy tool is used to create an Alloy model from the
class diagram and associated OCL specification.

When we apply UML2AIlloy to the UML class diagram and its
OCL specification, the class diagram will be transformedh® t
following signaturesn Alloy corresponding to each class shown in
Figure 2.

abstract sig Role{

| ocation:one Location,
ti meCon: one Tine,

t asks: sone Task,

uses: set Person}

one
one
one
one
one
one
one

Stat eEpi extends Rol e{}
JurisEpi extends Rol e{}
CinicEpi extends Rol e{}
Cinician extends Rol e{}
Stat eVC extends Rol e{}
JurisVC extends Rol e{}
Local VCTeam ext ends Rol e{}

sig
sig
sig
sig
sig
sig
sig

some si g Person{rol es:sonme Rol e}



abstract
one
one
one
one
one

sig Location{}

sig A extends Location{}
sig B extends Location{}
sig C extends Location{}
sig D extends Location{}
sig E extends Location{}

Ti me{}

sig ain Tinme{}
sig b in Tim{}
sig c in Tim{}

sig

abstract
one sig
one sig
one sig
one sig
one sig
one sig
one sig
one sig
one sig
one sig
one sig
one sig
one sig
one sig
one sig

sig Task{}
ONE extends Task{}
TWO ext ends Task{}
THREE extends Task{}
FOUR ext ends Task{}
FI VE extends Task{}
SI X extends Task{}
SEVEN ext ends Task{}
El GHT extends Task{}
NI NE ext ends Task{}
TEN extends Task{}
ELEVEN extends Task{}
TWELVE ext ends Task{}
THI RTEEN ext ends Task{}
FOURTEEN ext ends Task{}
FI FTEEN ext ends Task{}
one sig SIXTEEN extends Task{}
one si g SEVENTEEN extends Task{}

The OCL constraint for the permission role assignment véll b
transformed tdact andpredicatein Alloy. For example, the OCL
constraint for the permission role assignment of ihes Epirole
will be transformed to the following Alloy code.

fact JurisEpi_jurisEpi Con_fact{
all self: JurisEpi | JurisEpi_jurisEpiCon[self]}

pred JurisEpi _jurisEpi Con[sel f: JurisEpi]{
((self.tasks = ONE+THREE) && (self.location = B) &&
(self.timeCon = a)) || ((self.tasks = SEVENTEEN) &&
(self.location = B) & (self.timeCon in Tine))}

The effect of role hierarchy represented in the OCL constrai
will also be transformed téact andpredicatein Alloy. For exam-
ple, the OCL constraint for the set of permissions that assigo
the State Eprole through the role hierarchy will be transformed to
the following Alloy code.

fact StateEpi_stateEpi Con_fact{
all self: StateEpi | StateEpi_stateEpi Con[self]}

pred StateEpi_stateEpi Con[sel f: StateEpi]{
(self.tasks = SIXTEEN + ONE + THREE + SEVENTEEN) &&
(self.location = A) && (self.timeCon = a)}

The OCL constraint for the separation of duty constraint sl
transformed tgredicatein Alloy. For instance, the OCL constraint
says that user should not have permission to change VC mistoc
at the same time as he has permission to change VC materibls wi
be transformed to the following Alloy code.

pred Person_no_el even_fifteen[self:
all rl, r2: self.roles |

((ELEVEN in rl.tasks) => (FIFTEEN !in r2.tasks)) &&
((FIFTEEN in rl.tasks) => (ELEVEN !in r2.tasks))}

Per son] {

6.3 Stage 3: Model Analysis

Alloy assertions must be formulated prior to analysis byosll
Analyzer. Assertions are statements that capture pregeveé wish
to verify. Alloy Analyzer automatically checks such asgers and
if they fail it produces a counterexample. We have checkedraé
assertions regarding the security properties of the exasystem.
For example, it is crucial to ensure that no user can change VC
protocols (task 11) at the same time as he has permissiomimeh
VC materials (task 15). To verify this, we create the follogi
assertion:

assert NoConflict PernsSTVCAssi gned{

all r: Person.roles, d: Tinme, |: Location|
((ELEVEN in r.tasks) & (d in r.timeCon) &&
(I inr.location)) =>

((FIFTEEN !'in r.tasks) && (d in r.tineCon) &&
(I inr.location))}

We chose a value of 8 for the scope of analysis, and the asserti
was checked for this scope. A scope of 8 means that the Alloy
Analyzer will attempt find an instance that violates the e&se,
using up to 8 instances for each of the entities defined inltssc
diagram of Figure 2. The assertion produced no counterebeamp
meaning that it is valid for the given scope.

Next, we will check whether the SoD for role permission assig
ment is maintained. To do this, we create the following d&ser

assert NoConflict Per ms STVC{

all r: StateVC, d: Time, |: Location|
((ELEVEN in r.tasks) && (d in r.tinmeCon) &&
(I inr.location)) =>

((FIFTEEN !'in r.tasks) && (d in r.tineCon) &&
(I inr.location))}

We chose a value of 8 for the scope of this analysis as well.
However, this time the analyzer showed the counterexamplieh
means these conflict permissions can be assigned to the ebeme r
The counterexample is shown in Figure 3.

£

File Instance Theme Window

A= = g
Viz Dot XML Evaluator Next

{DDSV2) Check NoConflictPermsSTVC for 8
o sig seq/int
¢ set $NoConflictPermsSTVC_d
Time
¢ set $NoConflictPermsSTVC_|

A
¢ set $NoConflictPermsSTVC_r
¢ StateVC
¢ field location

A

¢ field tasks
EIGHT
ELEVEN
FIFTEEN

FOURTEEN
MNINE

TWELVE
¢ field timeCon
Time
o seta
o seth
o setc

Figure 3: Assertion NoConflict-

PermsSTVC

Counterexample for

7. CONCLUSION AND FUTURE WORK
Traditional access control models do not take into accomvit e

ronmental factors before making access decisions and ntayeno

suitable for pervasive computing applications such as taegDe



Decision Support system discussed in this paper. New acoess
trol models that allow access decisions to be made basedren co
textual information must be used for securing such apptinat
However, due to the complexity of the application and thesasc
control model, we need assurance that the application éeihdd-
equately protected. Towards this end, we propose a metbgylol
for protecting complex applications from access contreblshes.

Since UML is the de facto standard used in the software indus-
try, we use it for specifying the application and its accesstiol
requirements. The constraints are specified using OCL. Mexwe
not much tool support exists for automatically analyzing Udhd
OCL specifications. Towards this end, we show how the UML
model can be converted automatically into an Alloy spedifica
The Alloy specification can be automatically analyzed udimg
Alloy Analyzer which has embedded SAT-solvers. The resoflts
the analysis indicate how well the application is protected

A lot of work remains to be done. One limitation of using SAT-
solvers for the purpose of analysis is the size of the modIdan
be verified. Consequently, we are investigating how to rtb-
stract the model resulting in the construction of smallef 8A&mu-
las that can be efficiently verified. This, together with nesgarch
for improving SAT-solver technology, will alleviate thenitation
mentioned above.

Since complex applications are typically modeled as wowglo
consisting of tasks that have dependencies among them, e ne
new spatio-temporal access control models for workflowswille
also need sophisticated analysis techniques to verify ahgptex
spatio-temporal constraints that exist among tasks in fiawk.
Since Alloy is not suitable for expressing sophisticatedgeral
properties, we need to investigate other specificationdaggs and
tools for performing such analysis. It will also be intenegtto
investigate the interactions of workflow application coastts and
authorization constraints.
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